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LEGAL FRAMEWORK

Workplace Safety Regulations require operators of
industrial process plant to ensure that safety risks are
reduced to an acceptable minimum. Compliance
with industry best practice and ALARP principles
can be demonstrated by following Functional Safety
Management requirements in accordance with
I[EC61511.
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IEC 61511 Ed. 2 issued in 2017 contains new
requirements that impact operators of new and
existing plant.

Matoty | | pianning
The cornerstone of IEC 61511 is implementation of an nading
an FSM system that covers all aspects of the Safety Specification for the SIS
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The first stage of the Safety Life Cycle is a Hazard and FeAs OPERATION
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Safety mitigations identified during HRA may include
Safety Instrumented Functions (SIFs). The level of risk

reduction and corresponding integrity requirements
are defined via analysis such as LOPA.
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SIFs shall be designed in accordance with 61508 / L.
61511. Verification and Validation of safety systems bewrtet e - [EEET o
should be carried out throughout the Safety Life
Cycle. ST enrrnd Avehilekfirermscznkiren (SEEALIET)S >
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SERVICES

Based on over 30 years' practical engineering
management experience, PSC covers the whole Safety
Life Cycle, from initial HRA through detailed design,
implementation, commissioning and operation up
to decommissioning. Typical services include:

- Hazard & Risk Analysis (HAZID, HAZOP, FTA, QRA)
- SIL Analysis (Risk Graph VDI/VDE 2180, LOPA)
- Preparation of SRS

- SIL Verification (using ExSILentia, SET,
Safeguard Profiler, TRAC)

- SIL Validation (participation at FAT/SAT)

- Functional Safety Assessments and Audits

SPECIAL FOCUS ISSUES 100% Proof Testing/
Replacement
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- Compliance review of legacy systems

- Evaluation of ‘SIL-Degradation’ due to
incomplete proof testing and end of useful life

< Closure of FSM documentation ‘gaps’
- HRA update (‘Re-HAZOP’)
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- Cost-benefit analysis of SIF design/modifications
-+ New requirements of IEC61511-1 Ed. 2 N z
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4 3 Modems and _Switches,
A Compulsory FSAS Cyber “___ng USB connections
¢ Independent review Security ||

e Changes to SIF technical requirements Analysis
(SFF, HFT)

e Cybersecurity analysis

- All PSC Services are CFSE certified

Misconfigured Firewalls,
Office LAN, Infected Laptops

RS-232 Links,
External PLC Networks
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